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IDEA™ - Encrypted alerts



swissphone

Swissphone IDEA™  encodes alerting 
messages so that eavesdroppers or 
hackers cannot read it but that autho-
rized parties can. Thus, Swissphone 
digital alerting is not just fast - but se-
cure as well.

Secure paging
Swissphone IDEA™ encryption is an  
option to all of our digital paging 
systems, and guarantees absolute  
confidentiality. All messages are 
encoded starting from their input 
all the way to the receiving pagers. 
Swissphone IDEA™ allows shorter 
transmission times and requires less 
memory as the AES standard, but 
provides the same security. 

IDEA™ Facts: 
 • Encoded messages from input  

to pager (end-to-end)
 • Secure against subsequent  

replaying of alerting messages  
(time authentication)

 • Integration into the existing  
environment

 • Clever code management

IDEA™ - Encrypted alerts

Communicated 
Confidential information 
Mission orders issued by security or 
emergency services often contain 
confidential information. Whenever 
this type of sensitive information is 
communicated, it must be protected 
from external interference to the high-
est possible degree. This particularly 
applies to paging, a technology that is 
now indispensable in alarm systems. 

Sending unencrypted messages har-
bours many dangers, some of which 
we would like to explain in more detail 
on the next page.



IDEA™

Clever code management
Security cannot be achieved from 
a good lock alone – it is also impor-
tant that only a few people have the 
keys and that these are also kept 
suitably secure. The keys should be 
periodically changed to maintain se-
curity. Swissphone has developed a 

clever code management system for 
this purpose, making it possible to 
change codes securely via the wirel-
ess interface. It is not necessary to 
bring the pager back in to change the 
codes, and even if the pager gets lost, 
the codes still cannot be read.

Integration into the 
existing environment
IDEA™ secure paging from Swisspho-
ne is easy to integrate into an existing 
environment. Swissphone will assist 
any project with the integration of 
IDEA™ secure paging.

1  Attacks by feeding false 
 messages into existing systems
Attackers could pass on false messages if they manage to 
gain access to the connection between the command and 
control centre and the paging system. As the message would 
appear to be from a reliable source (based on the trust bet-
ween the sender and the recipient), this could cause emer-
gency personnel to go into action.

2  Attacks by replaying 
 messages using an external system
Other potential risks include messages being replayed or fal-
se messages being dispatched. For example, messages can 
be recorded by third parties and subsequently replayed using 
an external system. As was the case in scenario 1, the emer-
gency services would respond to this message.

3  Snooping - messages intercepted and read
With the necessary technical expertise, it is possible to inter-
cept and read messages. Interested parties can take advan-
tage of this fact by picking up and analyzing the alerts. It is 
extremely important that the activities and communications of 
the emergency services and police in particular remain con-
fidential.

4  Spying on command structures
Once an organisation’s transmission frequencies and addres-
ses for messages are known, it is possible to make conclusi-
ons about the command structure of an organisation from the 
messages received. This knowledge could be used to attri-
bute messages to various officials within an organisation, ma-
king it easier for those intercepting the message to interpret 
them. Analysing messages would be even easier as a result!
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Swissphone Wireless AG
Fälmisstrasse 21
CH-8833 Samstagern
Tel: +41 44 786 77 70
Fax: +41 44 786 77 71
info@swissphone.com
www.swissphone.com

Te
ch

ni
sc

he
 Ä

nd
er

un
ge

n 
un

d 
Irr

tü
m

er
 v

or
be

ha
lte

n.

CAPTURE TECHNOLOGIES LTD
1880 LEEK ROAD
STOKE ON TRENT
STAFFORDSHIRE
ST2 7AH

TEL:0843 506 6000


